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Benefits of MDR

Managed Detection Response is the most recent evolution of small/medium/large/enterprise business
network security. MDR comes in three levels, identified as Core, Complete and Premium Services. The

Core level of service is highlighted below.

Core MDR is a game-changer for network security. An actual security service that looks for anomalies to
accurately safeguard networks from otherwise malicious behavior. For instance, should your files be
deleted, encrypted, moved or experiencing other change of behavior, take peace in knowing Core MDR
has got your back with 24/7 monitoring by a trained security expert. Well beyond the scope of anti-virus
programs or even more advanced security monitoring agents, MDR has the ability to recognize intent to
harm and take immediate action to secure your data.

Suspicious Email Analysis Service: Managed M365 or Google Workspace detection and response,
includes kernel hooks to automatically terminate malicious activity. This is huge for spam email attempts,
designed to recognize foreign assets trying to gain access to your network plus the second layer of
detecting if your contacts are trying to be harvested. These initiatives will largely thwart the attempt of
“email bombs” which attempt to create solicitations on your behalf without your consent.

e Instant human response at no extra charge with the aid of A.l. vulnerability scanning (Threat
Detection and Active Containment)

e 24/7 Security Operations Centre

e Managed Endpoint Detection and Response vs EDR which has no human element responding

e Ability to terminate before mass email is deployed

e DNS filtering, potential for alignment with pen test security audits

e Block foreign and unrecognized assets via end point detection agent. Requires authentication
process.

e Brute Force Attack defense - Ability to see the top 30 failed login attempts / user and if they have
valid MFA.

e External Threat Monitoring

e ARO Reporting (Activity, Response or Opportunity)

e Easy to understand reporting
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Costs for initial network security - $14.90 / endpoint

If existing anti-virus and other security agents are present, SolutionsIT will remove redundancies of
service and provide quote on the delta. Installation including removal of existing A/V system is usually
under ¥% hour / network.



