CFPD - Technology Access Points

1. Internal network files

e These are files used for daily work — Microsoft Office Suite programs such as Word, Excel

¢ Files are saved on the Foundation’s internal network and saved in One Drive/Microsoft 365
Cloud

o If files are deleted, they will go into a recycle bin. If deleted in error, these can be retrieved
for a limited number of days. Otherwise, they are automatically deleted from the recycle bin
to maximum storage space.

Risk Issue: Internal fraud — employee deleting files and action not discovered within time frame
held in recycle bin.

Risk Mitigator: Employees terminated with cause are given pay in lieu of notice and do not have
access to technology systems once action taken.

2. Web site

e Uses WIX program, self hosted by CFPD
e Used for public information, also has private portals to Board; Bursary and Grants

Risk Issue: illegal entry into a private portal as passwords not difficult to break into for criminals
or those who have this expertise. While information in the private portals may become public in
future, there is internal information and discussion points CFPD would not want to be made public
at the time. Dependent of use of information by an illegal entry, could erode CFPD’s reputation
and trust in organization.

Risk Mitigator: Change private portal passwords on a more frequent basis. Users of portals sign
confidentiality agreements annually baring users of providing password to others for illegal entry.

3. Payroll software

e CFPD is using QuickBooks software installed on the 2 workstations (Executive Director and
Bookkeeper) in the office, not the on-line version

e Weekly, the current data from the software program is saved on an external drive and taken
to the Bookkeeper’s home for off site storage

Risk Issue: The QuickBooks software becomes corrupted on the Book keeper’s workstation
become inoperable making it difficult for the program to restored, especially if there is work in
progress saved during the week and after the backup has been saved on the USB drive.

Risk Mitigator: While restoring the software on a new workstation for the Book keeper would take
time, having it on another workstation would reduce the time needed to complete the payroll,
especially if due in the same week. It is noted that QuickBooks software will be moving only to



on-line access in 2026. The software will complete to provide updates (example — CPP and El
changes). While there are risks in having a USB with payroll data in an employee’s home, this is
currently deemed to be the most cost effective and reasonably risk-free process for CFPD. We
are expecting to convert to the on-line QuickBooks version in late 2025.

4. Email

e Solutions IT is currently our technology support provider. They provide hosting for our email
server and used various spam and malware filters to provide email from being a portal in for
criminals trying to gain access to our systems.

e They currently use Sentinel One as the software to detect threats to our systems. This
software looks like patterns that could signal bogus emails and is also reputed to be a “strong
Al-driven threat detection”.

e Solutions IT tech staff investigate email system threats and will communicate with CFPD’s
Executive Director or staff, in their absence, to resolve issues needing to be escalated for
correction

Risk Issue: Email use as an entry point for cyber threats to CFPD’s systems is deemed higher
risk due to users. Bogus, but looking credible, emails and attachments on emails are two common
cyber threat examples.

Risk Mitigator: CFPD’s cyber threat detection software is coming up for renewal in July/25.
Dependent on cost, Solutions IT is planning on recommending CFPD update to a stronger threat
detection software. Microsoft's Defender plan for Office 365, Plan 1 is the likely recommendation
due to its advanced cyber attack protection for phishing, malware (ransomware is a type of
malware/malicious software). Employee education programs on detecting cyber attacks through
email would be helpful.

5. Endowment Funds

e CFPD has contracted with Cardinal Capital Management for investment and managing the
largest asset of CFPD, its endowment funds.

¢ We rely on the cyber risk and security practices of Cardinal with investments directly invested
with various companies, governments.

¢ Cardinal Capital Management was founded in 1992 and has managed charitable organization
investments since 2009. CFPD has contracted with Cardinal since ???. Cardinal takes a
conservative approach to investments which matches CFPD’s investment goals.

o Cardinal is a Canadian privately owned independent investment firm whose Head Office is in
Winnipeg and branches offices also in Toronto, Brandon, Calgary, Edmonton and Kelowna

Risk Issue: There is no cyber risk issue with our Endowment Funds for CFPD as the funds are
held external to our organization and we rely on the security measures of Cardinal and firms our
funds are directly invested with. Riak is related to investment return.

Risk Mitigator: NA



6. Passwords (all technology points)

o CFPD’s Executive Director and administrative staff have been issued many passwords for
access to technology. Board members and volunteers have also been issued password(s)
for the board portal and may have password(s) for the grants and bursaries portal as related
to their committee work in these areas.

e It is important that passwords are not saved on your workstation or not held in a secure
manner.

Risk Issue: During the current independent “penetration testing” contracted by Solutions IT for
the CFPD systems, it was identified that there were passwords saved online. This practice has
been discontinued as this is contrary of CFPD’s technology use policy and this also leaves CFPD
open for unauthorized users discovering these and using them.

Risk Mitigation: Saved passwords issue has been resolved and will continue to be upheld. Shared
passwords are changed on a regular basis and as required.

7. DonorPerfect Canada

e This is a cloud-based (internet access) software used by non profit organizations to transact
donations, issue receipts, complete event registrations and reporting.

e This software is owned by Aplos, a CA-based company and the specific software used by
CFPD is the Canadian version offered by this company

e CFPD pays a monthly fee for use of this software.

o We use multi-factor authentication to use this program

Risk Issue: None identified

Risk Mitigation: N/A

8. Financial Systems

e CFPD has financial accounts with 2 providers — Stride Credit Union and Royal Bank. The
credit union is used for daily banking, payments (billings, payroll) and the Royal Bank provides
securities conversion to cash for doners donating securities or otherwise non-negotiables
securities (examples are publicly traded shares, stock investments)

e Each uses 2 signers required for payments — electronic and physical based (i.e. Cheques)

Risk Issue: Limited due to 2 signers required and multi factor authentication

Risk Mitigation: Manual procedures followed consistently: presentation of source document such
as invoice or billing to substantiate payment including scrutiny by signer

Note: CFPD does not carry cyber or ransomware insurance. Our insurance provider has given
us a quote to be discussed further with the board executive and board as a whole.



