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Purpose:

The purpose of this policy is to outline how the Community Foundation of Portage and District
Inc (CFPD) will protect the integrity, confidentiality, and availability of CFPD's data and systems,
ensuring the privacy and security of our donors, staff, volunteers, and beneficiaries.

A comprehensive listing of technology access points used by CFPD has been developed and is
considered a procedural document. It will be updated on a regular basis as these points are
amended. This document is available to employees; board members and volunteers through
the CFPD web site “board portal”.

Scope:
This policy applies to all volunteers, board members, contractors, and third-party partners who
access CFPD's information systems.

1. Data Protection and Privacy:
o Personal and sensitive information must be stored securely.
o Access to donor and beneficiary data is restricted to authorized personnel only.

o Regular audits will be conducted to ensure compliance with data protection
standards.

o All data is to be backed up on a weekly basis.
2. Access Control:

o Implement role-based access control to ensure only authorized individuals can
access specific data.

o Use strong authentication methods, including two-factor authentication, for
accessing systems.

3. Incident Response:

o Establish an incident response plan to identify, respond to, and recover from
cybersecurity incidents.



o Immediate actions will be taken to contain threats, recover data, and notify
affected parties.

4. Regular Audits and Assessments:

o Conduct annual security assessments and audits with IT professionals to identify
vulnerabilities and ensure policy adherence.

5. Volunteer Training and Awareness:

o Provide regular cybersecurity training sessions for all staff, board members &
volunteers.

o Educate on best practices, including recognizing phishing attempts and using
secure communication channels.

6. Compliance:

o Ensure compliance with relevant local, provincial, and federal regulations,
including the Personal Information Protection and Electronic Documents Act
(PIPEDA) and Manitoba's privacy laws.

Responsibilities:
o Staff: Responsible for implementing and maintaining cybersecurity measures.

o Board Members and Volunteers: Required to follow cybersecurity policies and report
any suspicious activities.

e Management: Ensure resources are allocated for cybersecurity initiatives and training
Responsibility:

Review, and revision of this policy if required, with subsequent recommendation to the Board for
approval.



